
The Challenge
When there is a data breach, incident responders are required to answer questions relating to who, what, 
when, where, how, and why. Without a commercial-grade platform, investigating hundreds or thousands of 
systems simultaneously becomes an uphill battle. There is the continuous need to conduct investigation at 
scale, regardless of the geolocation of the evidence (on-prem or cloud) while avoiding business interruption. 

The Solution – ThreatResponder® Platform
ThreatResponder® Platform is an all-in-one 
cloud-native endpoint threat detection, 
prevention, response, analytics, intelligence, 
investigation, and hunting product. Once light-
weight agents (“Rovers”) are deployed, you gain 
situational awareness and immediate threat 
visibility into hundreds and thousands of 
endpoints, respond to nation-state and insider 
threats, and neutralize cyber attacks quickly. 
ThreatResponder® allows investigators to 
conduct incident response and computer 
forensics investigation on a remote endpoint. Benefits to Incident Response

• Significantly save cost (or increase revenue) by 
eliminating the use of technologies that are 
ineffective, manual, or do not scale

• Conduct multiple enterprise IR investigations 
simultaneously with a single Incident 
Responder

• Quickly identify and mitigate threats
• Perform remote enterprise investigations from 

the comfort of your home or office
• Conduct legally defensible investigations

Threat Detection
• Detect exploit, fileless, and malware attacks
• Monitor process, file system, registry, network, 

and memory activities
• Leverage threat intelligence, IOCs, signatures, 

MITRE ATT@CK techniques, behavior, and 
Artificial Intelligence (AI) and Machine Learning 
(ML) algorithms to detect threats quickly

Threat Hunting
• Sweep through enterprise endpoints and 

quickly find “the needle in the haystack”
• Search for unknown or hidden threats
• Query using natural language commands –

“Ask Curiosity”
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Incident Remediation
• Immediately remediate and eradicate threats 

within minutes of deploying agents
• Enforce endpoint access control
• Whitelist or blacklist file hashes and signers
• Kill or terminate a malicious code or IP 

connection

Threat Response
• Contain/quarantine infected or compromised 

endpoints to avoid lateral movements 
• Terminate a process and kill active network 

connections
• With LiveView, drill into a remote endpoint 

through a secure console and execute native 
OS commands and explore the file system 
and registry of remote endpoints

• Acquire detailed forensics evidence for post-
incident investigation

Malware Analysis
• Onboard Malyzer® performs automated dynamic 

and static malware analysis with the click of a 
mouse and produces results within minutes

• Avoid uploading targeted malware or potentially 
sensitive files to VirusTotal or “detonation 
chambers” 

• Gain contextual information via “Tell-the-Story” 
into everything you want to know about a 
malware’s intent, capabilities, and risk, including 
process, network connections, registry, memory, 
and file system activities

Forensics Investigation
• Conduct full-blown incident response life cycle 

activities – from detection to remediation
• Gain situational awareness and insight into the 

extent of a breach
• Know the dwell-time of malicious activities 

since the target endpoint was commissioned
• View the timeline of events since the system 

was installed to the present time
• Perform forensics and incident response on 

remote offline and online systems
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